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Abstract

This research Development of an Intelligent Web Application Firewall (WAF) Using Machine
Learning for Attack Detection and Prevention. The models used in this research consist of Machine
Learning techniques, including Random Forest and Support Vector Machine (SVM), and a Deep
Learning technique, namely Deep Neural Network (DNN). The system was trained and evaluated
using data from the CIC-IDS2017 Dataset and the OWASP Benchmark Dataset. The experimental
results indicate that the Deep Neural Network (DNN) model, which belongs to the Deep Learning
group, achieved the highest performance, with an average accuracy of 97.60% and an F1-Score of
96.65%, outperforming the Machine Learning models, namely Random Forest and SVM. The
developed WAF system is integrated with the trained model through a RESTful API and is
capable of detecting web attacks in real time, with an average response time of 120 milliseconds.
The system evaluation results show that the developed system achieved an average detection
accuracy of 96.10%. In addition, user satisfaction with the system was at the highest level
(mean score of 4.53 out of 5), particularly in terms of detection accuracy and response speed.
The findings demonstrate that the application of Deep Learning techniques, especially the Deep
Neural Network (DNN) model, can significantly enhance the effectiveness of web attack detection
compared to traditional Machine Learning techniques. Furthermore, the proposed system shows
strong potential as a cybersecurity tool capable of accurately detecting both known and previously

unseen web attacks.

Keywords: Web attack prevention, Machine learning, Web application firewall,

Intrusion detection, Artificial intelligence
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Howngery 2 B
1 # train model.py
2 import pandas
3 from sklearn.m on import train test split
' from sklearn.= import RandemForestClassifier
5 import joblib
6
T ¢ datwdoyalaul (1 = attack, 0 = normal)
] data = {
9 "payload_length”: [10, 50, 100, 20, 5, B0].
10 "contain 1% [0,.1,1.0,0.1];
11 "contains_script®*: [0,0,1,0,0,1],
12 "label®": [0,1,1,0,0,1]
13 1
14
e | df = pd,DataFrame(data)
16 X = df[["payload length®, "contains_sql", "contains_ script"]l
1 y = df["label"]
18
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20 model = RandomForestClassifier()
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a2
23 print("Model Accuracy:™, model.scor=(X _test, y test))

25 & vufinluwa
26 joblib. dump{model, "waf model.pkl™)
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(System Integration Results)

laaa Machine Learning gnusainnisidn
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way Dashboard ¥inu1u RESTful APl Tagdiinan
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#19 Request ﬁﬁgﬂﬁ 2

INTELLIGENT WAF SYSTEM

CLIENT
WEB APPLICATION

Backend System
~—] Python (Flask)

Frentend System

ML Model

{Andomy Detection)
=
O

React + Tailwand CSS

Key Features:

* Real-time Threat Detection

* Python (Flask Backend: Request Processing

* React + Tawlind CYSS Fortetand: Live
Dashboard Dashboard

* RESTful APL; Data Communication

Benefits

* Enhanced Security

* Protection Against Zero-Day Attacks

» Improved Accuracy (Reduced FPs/FNs)
* User-Friendly Monitoring Dashboard

3U# 2 uansan1Unenssuseuu Web Application Firewall (WAF) §aa3eild Machine Learning
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2. ansaduunUseianvesnstanf (Attack  (Incremental Learning) tiou3uussuszansam
Classification) 11 SQL Injection, XSS, RFI, CSRF,  13n37adu fagudi 3
wazdnd (Normal Traffic) [9]

WAF dansuy =
{laefiussn Machine Leaming = ANTTTUL Wl douasruy
waruafasiuy WAF §2atuy — amususimsians
i m drdooua / ui ufianu HAWINAW ﬂ‘l'ﬂl“\l'Nﬁﬂ‘l{Hlﬂ‘u
+  msudadiou 1,254 42 3 120 ms
«  damIng
wnThhmrfinuavnmsanady msudoifauaran
¢« msfAn ML
e SQL Injection .
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wialuna Precision / Recall Pniran
Random Forest (ensemble) 0.96 /0.92 18 n.u. 2025
5U#1 3 M98 Dashboard s¥uU Web Application Firewall (WAF)
daa389ld Machine Learning lunsnsiaduuazUeosiunislauf
3. Nan15UseUUTZANS AN ITZUY nslauflaegieuiug 1ade 96.10% lagianiy
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A15197 2 wan1sUsEliuUIEAVEA NT05EUU Web Application Firewall (WAF) 9aa3uz#ild Machine
Learning Tun1sasradunaz tasiunisland

Usznnnslaud uuiingRduldgndes | ducunavan | dnsiadugnsies (%)
SQL Injection 1,950 2,000 97.50
XSS 1,890 2,000 94.50
RFI 1,970 2,000 98.50
CSRF 1,860 2,000 93.00
Unf (Normal Traffic) 1,980 2,000 99.00
3IULRAY 96.10
4.wansusziunsldauvegly « WY T LaZERUATTUY 9113 5 AU
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2. NSABUAUBIVDITEUULSINGT WAF LU
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3. gldfiaudianelalaesineglusyduiin
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Wil Tuima Deep Neural Network T#
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1A53a5199991AT3918UTE M BUTIANEINITA
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TunsWaiunszuu Web Application Firewall
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